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DETAILED ACTION 

1. Applicant's arguments filed September 19, 2005, have been fully considered but 
they are not persuasive. 

2. Claims 1-45 are pending and have been examined. Claims 2-3 and 16 have 
been cancelled. 

Response to Amendment 

3. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
September 1, 2005 and Applicant's amendment filed on September 19, 2005 have been 
entered. 
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Claim Rejections - 35 USC §112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

5. Claim 40 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

6. Claim 40 recites the limitation " at least one interface for communicating with at 
least one network device, wherein the first control message corresponds to a 
security protocol control message " in lines 5-6 of the claim. There is insufficient 
antecedent basis for this limitation in the claim. 
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Claim Rejections - 35 USC § 102 

7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

8. Claims 1, 3-7, 9-14, 16-19, 21-26, 28-34, 36-40, and 42-45 are rejected under 
35 U.S.C. 102(b) as being anticipated by Maughan et al. (NPL "Internet Security 
Association and Key Management Protocol (ISAKMP)", hereinafter "Maughan"). 

Regarding claim 1, Maughan teaches 

determining a first control message to be generated, wherein the first control 
message corresponds to a security protocol control message (page 1, 4-22); 

identifying reason information relating to at least one reason for generating the 
first control message (pages 40-44); and 

generating the first control message, the first control message includes explicit 
reason information relating to the identified at least one reason for generating the 
control message (pages 40-56). 

Regarding claim 7, Maughan teaches 

receiving a first control message from a first node, the first control message 
corresponding to a security protocol control message, the first control message 
including explicit reason information relating to at least one reason for the generation of 
the first control message (pages 58-65); 

identifying the reason information (pages 58-65); 
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determining an appropriate response to the first control message using at least 
said reason information (pages 58-73); and 

implementing said appropriate response (pages 58-73). 
Regarding claim 14, Maughan teaches 

a computer usable medium having computer readable code embodied therein, 
the computer readable code comprising: computer code for determining a first control 
message to be generated, wherein the first control message corresponds to a security 
protocol control message (page 1, 4-22); 

computer code for identifying reason information relating to at least one reason 
for generating the first control message (pages 40-44); and 

computer code for generating the first control message, the first control message 
includes explicit reason information relating to the identified at least one reason for 
generating the control message (pages 40-56). 

Regarding claim 19, Maughan teaches 

a computer usable medium having computer readable code embodied therein, 
the computer readable code comprising: computer code for receiving a first control 
message from a first node, the first control message corresponding to a security 
protocol control message, the first control message including explicit reason information 
relating to at least one reason for the generation of the first control message (pages 58- 
65); 

computer code for identifying the reason information (pages 58-65); 



Application/Control Number: 09/894,1 15 Page 6 

Art Unit: 2136 

computer code for determining an appropriate response to the first control 
message using at least said reason information (pages 58-73); and 

computer code for implementing said appropriate response (pages 58-73). 
Regarding claim 26, Maughan teaches 

means for receiving a first control message from a first node, the first control 
message corresponding to a security protocol control message, the first control 
message including explicit reason information relating to at least one reason for the 
generation of the first control message (pages 58-65); 

means for identifying the reason information (pages 58-65); 

means for determining an appropriate response to the first control message 
using at least said reason information (pages 58-73); and 

means for implementing said appropriate response (pages 58-73). 

Regarding claim 34, Maughan teaches 

at least one CPU; memory; and at least one interface for communicating with the 
network device (pages 1, 11-18, 23-24); 

the system being configured or designed to determine a first control message to 
be generated, wherein the first control message corresponds to a security protocol 
control message (page 1, 4-22); 

the system being further configured or designed to identify reason information 
relating to at least one reason for generating the first control message (pages 40-44); 
and 
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the system being further configured or designed to generate the first control 
message, wherein the first control message includes explicit reason information relating 
to the identified at least one reason for generating the control message (pages 40-56). 

Regarding claim 40, Maughan teaches 

at least one CPU; memory; and at least one interface for communicating with at 
least one network device (pages 1, 11-18, 23-24), wherein the first control message 
corresponds to a security protocol control message; 

the system being configured or designed to receive a first control message from 
a first node, the control message including explicit reason information relating to at least 
one reason for the generation of the first control message (pages 58-65); 

the system being further configured or designed to identify the reason information 
(pages 58-65); 

the system being further configured or desired to determine an appropriate 
response to the first control message using at least said reason information (pages 58- 
73); and 

the system being further configured or designed to implement said appropriate 
response (pages 58-73). 

Regarding claims 3, 9, 16, 21, 28, 36, and 42, Maughan teaches wherein the 
first control message corresponds to an IP Security protocol control message (pages 1, 
4-30). 
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Regarding claims 4, 10, 17, 22, 29, 37, and 43, Maughan teaches wherein the 
first control message corresponds to an Internet Security Association Key Management 
Protocol control message (pages 1-86). 

Regarding claims 5, 11, 18, 23, 30, 38, and 44, Maughan teaches wherein the 
first control message corresponds to a control message used for modifying a security 
association (pages 40-54). 

Regarding claims 6, 31, and 39, Maughan teaches transmitting the first control 
message to the second network device to thereby cause the second network device to 
implement an appropriate action in response to the first control message (pages 40-73). 

Regarding claims 12, 24, 32, and 45, Maughan teaches implementing a first 
response to the first control message if the reason information includes a first reason 
code; and implementing a second response to the control message if the reason 
information includes a second reason code (pages 40-73). 

Regarding claims 13, 25, and 33, Maughan teaches wherein the control 
message relates to an action to be performed at a network device receiving the control 
message (pages 58-73). 
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Claim Rejections - 35 USC § 103 

9. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

10. Claims 2, 8, 15, 20, 27, 35, and 41 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Maughan. 

Regarding claims 2, 8, 15, 20, 27, 35, and 41, Maughan does not expressly 
disclose wherein the first control message corresponds to an Internet Key Exchange 
protocol control message. However, Maughan teaches using security protocols for 
secure communications between nodes in a network (pages 1, 4-30). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the invention 
was made to apply the teachings of Maughan to the Internet Key Exchange. One of 
ordinary skill in the art would have been motivated to do so to establish and maintain 
secure communications (pages 1 , 4-30). 
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Conclusion 



1 1 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David G. Cervetti whose telephone number is (571) 272- 
5861. The examiner can normally be reached on Monday-Friday 7:00 am - 5:00 pm, off 
on Wednesday. 

12. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on (571) 272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

13. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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